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EXCLUSIVE: Proof China, Russia
Hacked 2020 Election: IP Addresses
In China, Russia, Hong Kong,
Germany, Canada, Czech Republic
Hacked PA, NV, MIl, GA Battleground
States Raw Data Analytics Show

By Mary Fanning and Alan Jones | January 11, 2021

Raw data analytics exclusively obtained by The American Report show that during the 2020
presidential election internet protocol (IP) addresses in China, Russia, Hong Kong, Germany,
Canada, and the Czech Republic hacked into IP addresses in the battleground states of
Pennsylvania, Nevada, Michigan and Georgia.

IP addresses owned by Chinese telecom enterprise Huawei Cloud and Huawei’s headquarters
hacked into IP addresses of county election offices in Pennsylvania on November 3, 2020, the
data analysis shows. A Huawei-owned IP address, Huawei Hong Kong Cloud, also hacked an
IP address in Michigan.

IP addresses owned by Chinese state-owned telecommunications operator China Unicom also
hacked into IP addresses of county election offices in Pennsylvania as well as an IP address
owned by the office of the Pennsylvania Secretary of State on November 3.



IP addresses owned by Chinese internet provider ChinaNet hacked into IP addresses of county
clerk offices in Nevada counties on November 3 and November 4, according to the data
analysis. An IP address owned by ChinaNet hacked into an IP address owned by the Clark
County Registrar of Voters on November 3. Las Vegas is located in Clark County.

Aliyun Computing Co. owns several IP addresses that hackede into IP addresses owned by four
county clerk offices in Michigan on November 3, the data analysis shows. Alibaba Cloud, a
subsidiary of Alibaba Group, is also known as Aliyun. Alibaba founder Jack Ma has not been
seen in weeks.

An IP address owned by Kaspersky Lab - Moscow hacked into an IP address owned by the
Leelanau County Clerk in Michigan on November 3, according to the data analysis. Kaspersky
is a Russian software and cybersecurity firm. Kasperky Lab was co-founded by Eugene
Kaspersky and his now-ex-wife, Natalya Kaspersky.
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Eugene Kasperky, the CEO of Kaspersky Lab, served in the Soviet military intelligence service
and is a graduate of The Technical Faculty of the KGB Higher School, now known as Institute of
Cryptography, Telecommunications and Computer Science, part of the Federal Security Service
of the Russian Federation, widely known as the FSB.

Natalya Kaspersky is now the CEO of Russia’s InfoWatch Group and has a reported net worth
of $270 million. “Natalya Kaspersky's Snoop-Proof Phone Helps Putin Thwart Spies,” according

to Bloomberg.

President Trump banned Kaspersky from all U.S. government networks when he signed the
2018 National Defense Authorization Act (NDAA). “The ban, included as part of a broader
defense policy spending bill that Trump signed, reinforces a directive issued by the Trump
administration in September that civilian agencies remove Kaspersky Lab software within 90
days,” Reuters reported on December 12, 2017. “The law applies to both civilian and military


https://www.bloomberg.com/news/articles/2017-09-25/natalya-kaspersky-s-snoop-proof-phone-helps-putin-thwart-spies
https://www.reuters.com/article/us-usa-cyber-kaspersky/trump-signs-into-law-u-s-government-ban-on-kaspersky-lab-software-idUSKBN1E62V4

networks.” U.S. District Court Judge for the U.S. District of the District of Columbia Colleen
Kollar-Kotelly, former Presiding Judge of the U.S. Foreign Intelligence Surveillance Court (FISA
Court), upheld President Trump’s ban after Kaspersky labs sued the U.S. Department of
Homeland Security.

“Christopher Krebs, a senior cyber security official at the Department of Homeland Security, told
reporters that nearly all government agencies had fully removed Kaspersky products from their
networks in compliance with the September order,” according to the Reuters report. President
Trump “terminated” Krebs in mid-November 2020 after Krebs claimed the 2020 election was the
most secure election in history.

An IP address owned by the University of Stuttgart, a research university in Germany, also
hacked into an IP address in Michigan on November 3, according to the analysis.

Amazon Data Services in Toronto, Canada owns an IP address that hacked into a Michigan IP
address on November 3, according to the analysis. Dominion Voting Services is based in
Toronto. Amazon Web Services (AWS) is a major provider of cloud services for U.S. elections.

IP addresses owned by Seznam, a search engine based in the Czech Republic, as well as an
IP address owned by O2 Czech Republic, a Czech company offering mobile communications
and internet access services, hacked into IP addresses owned by county clerk offices in
Michigan on November 3, the analysis shows.

China’s Shanghai UCloud Information Technology Company Limited owns an IP address that
hacked into a Michigan IP address on November 3, according to the data analysis.

On November 4, 2020, Aliyun Computing Co. and ChinaNet, both based in China, hacked into
an IP address in Georgia, according to the data analysis.
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